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Control Profiles of Complex Networks
Justin Ruths'* and Derek Ruths? SCIENCE VOL 343 21 MARCH 2014

Studying the control properties of complex networks provides insight into how designers and
engineers can influence these systems to achieve a desired behavior. Topology of a network has
been shown to strongly correlate with certain control properties; here we uncover the fundamental
structures that explain the basis of this correlation. We develop the control profile, a statistic
that quantifies the different proportions of control-inducing structures present in a network. We
find that standard random network models do not reproduce the kinds of control profiles that
are observed in real-world networks. The profiles of real networks form three well-defined clusters
that provide insight into the high-level organization and function of complex systems.

NI science 346, 561 (2014) [ MEUIISIRINSAEIE  science 346, 561 (2014)

NETWORK MODELS NETWORK MODELS

Comment on “Control profiles of Response to Comment on “Control
complex networks” profiles of complex networks”

Colin Campbell,“** Katriona Shea,” Réka Albert'? Justin Ruths'* and Derek Ruths?

Ruths and Ruths (Reports, 21 March 2014, p. 1373) find that existing synthetic random Campbell, Shea, and Albert propose an adaptation of the Barabasi-Albert model of
network models fail to generate control profiles that match those found in real network network formation that permits a level of tuning of the control profiles of these networks.
models. Here, we show that a straightforward extension to the Barabasi-Albert model We point out some limitations and generalizations of this method as well as highlight
allows the control profile to be “tuned” across the control profile space, permitting more opportunities for future work to refine formation mechanisms to provide control profile
meaningful control profile analyses of real networks. tuning in synthetic networks.
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Locating the source of spreading in complex networks

* P.C. Pinto, P. Thiran, M. Vetterli, Locating the Source of

Diffusion in Large-Scale Networks, Phys. Rev. Lett. 109
(2012) 068702.

* D. Brockmann, D. Helbing hidden geometry of complex,

network-driven contagion phenomena, Science 342,
1337 (2013)

* F. Altarelli, et al., Bayesian Inference of Epidemics on
Networks via Belief Propagation, Phys. Rev. Lett., 112(11)
118701, 2014
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A. D. I. Kramer et al., Experimental evidence of massive-scale
emotional contagion through social networks, PNAS, 111(24), 2014

 We show, via a massive (N = 689,003) experiment on
Facebook, that emotional states can be transferred to

others via emotional contagion, leading people to
experience the same emotions without their awareness.

 We provide experimental evidence that emotional
contagion occurs without direct interaction between
people (exposure to a friend expressing an emotion is
sufficient), and in the complete absence of nonverbal cues.
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« TEDEHH: NEED TO KNOW: ABOUT FACEBOOK'’S
EMOTIONAL CONTAGION STUDY

* Facebook“[548 R 1S RIENER
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How Does Facebook Choose
What To Show In News Feed?

pewiie—1 « PxCx TR

VISIblll t:’ Interest Post Creator Type Recency

Interest Post Creator Type Recency

Interest of the user This post's Performance of past Type of post How new is the post
in the creator performance posts by the content (status, photo,
amongst creator amongst link) user prefers
other users other users
AV TSIV - - R e e

¥ This is a simplified equation. Facebook also looks at roughly 100,000
other high-personalized factors when determining what's shown.
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Degree Centrality

Normalized DC. = g




CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



g|St = the number of shortest paths connectlng S &t
= the number that node | |s on
st

n

s,t It

R

| ed l%\p/ umber ofopalrs ofv tces excludln fd \A/
21 Co Iex¢l\!,etyvor & q\n}t/o Lab A I rights reserved lao ang



Betweenness on toy networks
non-normalized version
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Betweenness on toy networks
non-normalized version

A

=

m Alies between no two other vertices
m B lies between A and 3 other vertices: C, D, and E
m C lies between 4 pairs of vertices (A,D),(A,E),(B,D),(B,E)

m Note that there are no alternate paths for these pairs to
take, so C gets full credit
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Quiz on Betweenness

1. Why do C and D each have
betweenness 17?

2. What Is the betweenness of
node E?

1. They are both on shortest
paths for pairs (A,E), and
(B,E), and so must share
credit: Y2+ =1

2. 0.5: E gets 1/2 of the credit
for connecting C and D
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Quiz on Betweenness
Among the four nodes A, D, G, I:

Find a node that has high betweenness but low degree

Find a node that has low betweenness but high degree
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What |f |t S not so |mportant to have many
direct friends or be “between” others

- But one still wants to be in the “middle” of
thlngs no;t too far from t\he center
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d(A)=1/10(4+2*3+3*3)
CC(A)=1/1.9

W d(B)=1/10(2+2%6+2*3)
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Examples

Degree

Closeness

A B C D =

> d(A j)

1+2+3+4 _1_

CC(A) = ”N—_l =[
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More Examples: Computation Issue
(Local vs. Global)

Degree Betweeness Closeness

XlaoTan Wang



Quiz Q:

€ Among four nodes:
E, |, JE

€ Which node has
relatively high
degree but low
closeness?
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O ~

- * How central you are depends on how
central your neighbors are
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Betweenness Centrality in Directed Networks

* We now consider the fraction of all directed paths
between any two vertices that pass through a node {

i

St

BC, = > —=t
S#I#t gst C)/'

® Only modification: we have twice as manSy ordered pairs as
unordered pairs

N

! N o [T oY

NN -2 47, (NN D)o,
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Directed Closeness Centrality

* In-closeness & out-closeness

 usually consider only nodes from which node |
can be reached

o~

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



Eigenvector Centrality in Directed Networks

* How central you are depends on how

central your neighbors are
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How does Google know
which pages are the most important?
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Earlier Search Engines: Inverted Index

Pl P2 P3
‘car’ | 0 4
‘toyota’ 0 2 0
‘honda’ 2 | 0
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Birth of Google, 1998
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Before

Open Text (95-97)
Magellan (95-01)
Infoseek (95-01)

Snap (97-01)

Direct Hit (98-02)
Lycos(94, reborn 99)
WebCrawler(94, re 01)
Yahoo (94, re 02)

Excite (95, re 01)
HotBot (96, re 02)
Ask Jeeves (98, re 02)
AltaVista (95-)
LookSmart (96-)
Overture (98-)

AOL Search (97-)
MSN Search (98-)
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Google VS. Bing
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http://jijian.tq365.cn/view.asp?id=686
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PageRank Tool
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Web Viewed as a Directed Network

* Nodes: Webpages

* Edges: Hyperlinks

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



In-Degree of a Webpage

Number of links point to the page

Page A: In-D=6 Page B: In-D=2

— G
7z
Is page A more important than page B?

Your
omepage

Yahoo! ‘ My homepage

CopyRight © 2021 Complex Network and Control Lab All rights reserved
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Basic PageRank

* The importance of a page is given by the importance of the
pages that link to it

. PR,
PR = a; koutj
j

]=l

An Example from Page et al. (1998)

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



Basic PageRank Algorithm

PR, = D i > " PR(0)=1
j
PR, (k)= a,PR,(k-1)  PR(k)=A"PR(k-1)
izl

e Power method

(0 % % 0 SO

0 0 0 ¥ /.

0 0 0 O O

Al ¥ 0 0 0 UNSUat

¥ 0 0 0 ONSCat

1 0 0 0 OFSCEat——

1 0 0 O Ot
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Random Surfer Model

PR (K) = iajiPRj (k —1)

* PR/(k): Probability that the surfer will be on the
webpage i at time k.

e Grh D ICA

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofng



Dangling node
_ logs (12
A{o o} PR(O)_L/J

PR(1) = A"PR(0) = L;)J PR(2) = ATPR(1) = m

k™ iK™ >0 HA AT SR a7 sl
a =10 ANRK™ >0 HIA I i 18 s i id
1/ N ﬁu%kiout — O

1)

_ [on-. '
A:L/z 1/2} /3
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However

* The basic PR algorithm may still fail even if the network
is strongly connected

0000 1
100 0 0
AT=|0 1.0 0 0
00100
00010

PR(5)=PR(0)=[1, O, 0, O, O]"
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PageRank Algorithm

e Basic PR Algorithm
PR (k) =) a;PR,(k-1) PR(k) = ATPR(k —1) ~
j=

* PR Algorithm

PR, (k) = SZN: a,PR, (k1) +(1—s)%

PR(k) = ATPR(k —2) A:SK+(1—S)%eeT o
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PageRank Algorithm Analysis
PR (k) = sZN:ajiPRj (k 1) +(1—s)%

PR(k) = ATPR(k —1) A:sﬂ+(l—s)%eeT D .
* The system matrix is positive

* Unique largest positive eigenvalue, unit eigenvector PR*
If the matrix is row stochastic, then PR(k)2>PR*

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



Google Algorithm

Google's Score
/Q = (Keyword Usage Score * 0.3)
+ (Domain * 0.25)
..+ (PR Score * 0.25)
war T (INbound Link Score * 0.25)
+ (User Data * 0.1)
+ (Content Quality Score * 0.1)
+ (Manual Boosts) (Automated & Manual Penalties)

WebS|tes that are clean, focused compatible and fast
will benafit,


http://www.whitehatworks.com/seo_top10tips.asp

Quiz Q: PageRank Competition

/,‘ studentl
YOU ‘

—> @ student2
» Each submitted node will receive 3 points. The node with the

‘ student3

highest PageRank will receive 30 points.

* He/she can distribute the points to anyone in the class. So basically
it's a competition.

* Your objective is for you and your co-conspirators to achieve the
copREe e SR8RBARICI R QRA QR Y O RPABMII rights reserved  Xiaofan Wang



—{uE GoogleRLFEME B RIUGIKANE

* | can say that what happened to me this year with Google came close to
suicide. | faced financial ruin. The only thing stopping me was not wanting to
dump all of this onto my partner and leave my children. But there were many
times | just wished | was gone. | could not cope with the desperation of not
being able to pay our bills. It was horrendous. | am sorry if that breaks yet
more rules or is unpalatable, but it is how it was.| honestly believe | was just
collateral damage. | had never engaged in anything dodgy on my site. My
competitors were wiped out too. They just turned up the dial on a couple of
“brand” sites & the rest of us lost out. The consequences were devastating.

| am sorry to anybody else who has been hit. | can say that for me, there has
been a light at the end of the tunnel, and Google seem to like me again. Not
so much with my competitors though. | still see them nowhere.

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



Authorities and Hubs

* An example: query "automobile makers"

Ferrari ¢
The official website of Ferrari.

; Fiat i
Car Rankings Official site for this Italian company.
www_Edmunds.com http:/fwww.fiat co.uk

Ford ¢
Popular car manufacturer.

Car Rankings
www.ConsumerReports_org ' hitp://www.ford.co.uk
/
I

Honda UK ¢
UK Japanese car manufacturer.

http://www.honda.co.uk

CAR MANUFACTURER WEBSITES
Official Websites of all the main car manufacturers .‘
www uk250 co.uk/CarManufacturers/ )

-

Chrysler
American car, jeep and sports car manufacturer.
O.UK

good Hubs hitp:www.chrvsier.co.ui

good Authorities

Query: Top automobile makers

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



Authorities and Hubs

Ferrari ¢
The official website of Ferrari.
http:/’www ferrari.com

Car Rankings Official site for this Italian company.

www Edmunds.com http-/fwww fiat co.u

Popular car manufacturer.
http:/ww ford. co.uk

Car Rankings

www.ConsumerReports_org

CAR MANUFACTURER WEBSITES Honda UK i

Official Websites of all the main car manufacturers UK Japanese car manufacturer.
www.uk250.co.uk/CarManufacturers/ http://mww.honda.co.uk

Chrysler ¢
American car, jeep and sports car manufacturer.

good Hubs
good Authorities

Query: Top automobile makers

* Authority: pages that provide an important, trustworthy
information on a given topic

* Hub: pages that contain links to authorities
CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



Authorities and Hubs

HTML HTML

* They exhibit a mutually reinforcing relationship:
e a better hub points to many good authorities
* a better authority is pointed to by many good hubs

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



HITS Algorithm
e Given x(0) and y(0)

X '(K) = Z;,ajiyj (k-1) y; (k) = ZN:ainJ (k)

X; '(k) y; (k)
X. (k) = " e
[x'(k)] |y ()|

x(k) =, (ATA)x(k=1)  y(k) =7, (AA")y(k-1)
L>hLzAhz221,20
€ The authority vector x* is an eigenvector of ATA

€ The hub vector y* is an eigenvector of AAT
CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang
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HITS Realization

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



HITS vs PageRank

* HITS emphasizes mutual reinforcement between authorities and
hubs, while PageRank does not attempt to capture the distinction
between hubs and authorities. It ranks pages just by authority.

 HITS is applied to the local neighborhood of pages surrounding the
results of a query whereas PageRank is applied to the entire web

 HITS is query dependent but PageRank is query-independent

Authority

CopYRIOT 9 R T2 TC 2 All rights reserved  Xiaofan Wang



A Network Theory Analysis Of Football Strategies

2010 World Cup in South Africa
266 passes 417 passes

* Degree & CC:
16 (Sergio Busquets)
8 (Xavi)

* BC:

11 Joan Capdevilla
mainly feeds to 14(Alonso)
N

8 (Xavi)

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang


http://arxiv.org/abs/1206.6904

k-shell decomposition

Start by removing all nodes with degree 1 only (with their links), until
no more such nodes remain, and assign them to the 1-shell.

In the same manner, recursively remove all nodes with degree<=Kk,
creating the k-shell.

CopyRight © 2021 G Jo Xiaofan Wang



k-shell, k-core, k-crust

 The k-core is defined as the union of all shells with indices larger or
equal to k.

e The k-crust is defined as the union of all shells with indices smaller or
equal to k.

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



k-shell Decomposition of the Internet

* Nucleus: all nodes in the k__ -shell. =
.182 B SOr NG : .

* Peer-connected component: nodes that
belong to the largest connected component
of the (k

* |solated component: other nodes of the
(k
clusters.

— 1)-crust.

max

— 1)-crust, which belong to smaller

max

" Isolated

CABBHRIAMLID SOURKEATRISIES, MethWRNRGRRA0ZOH M) a1 25D 5




k-shell Decomposition of the Internet

Nucleus:
* Unique, parameter-free, robust, easy to 12 Al 2
.182 SRV s g -

implement L as7

* Degree ranged from >2,500 (ATT Worldnet) to
as few as 50 carefully chosen neighbors,
almost all within the nucleus (Google).

* The nucleus subgraph is redundantly
connected, with diameter 2 and each node
connected to =70% of the other nucleus

nodes, which provides k__ -connectivity.

MmaXx
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Kitsak M, Gallos L K, Havlin S, et al.
Identifying influential spreaders in complex networks.
Nature Physics, 2010, 6(11): 888-893
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Problems with k-shell decomposition

Start by removing all nodes with degree 1 only (with their links), until
no more such nodes remain, and assign them to the 1-shell.

In the same manner, recursively remove all nodes with degree<=k,
creating the k-shell.

CopyRight © 2021 Co Xiaofan Wang



K-shell decomposition: Algorithm challenge

 Determine the k-shell index requires both global knowledge of the
network topology and multiple iterations.

* Distributed k-shell decomposition achieved an 80 percent reduction
in execution time, but still need iteration.

* A. Montresor, F. De Pellegrini, and D. Miorandi, “Distributed K-Core
Decomposition,” IEEE Trans. Parallel and Distributed Systems, vol. 24,
no. 2, 2013, pp. 288-300.

CopyRight © 2021 Complex Network and Cont - fan \Wang



u-PCl: A localized index

 u-PCl of a node vis equal to k, such that there are up to u X k nodes
in the p-hop neighborhood of v with degree >=k.

 The goal is to detect nodes located in dense areas of the network and
thus likely influential spreaders.

* Basaras P, Katsaros, D., and Tassiulas L, Detecting Influential
Spreaders in Complex, Dynamic Networks. IEEE Computer 46(4): 24-

29 (2013)

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



A k-shell decomposition method for
weighted networks

A. Garas, F. Schweitzer and S. Havlin, New J. Phys. 14 (2012) 083030
CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



LeaderRank: Leaders in Social Networks, the
Delicious Case

Linyuan LU, Yi-Cheng Zhang, Chi Ho Yeung, Tao Zhou (2011), PLoS
ONE 6(6): e21202

DebtRank: Too Central to Fail?
Financial Networks, the FED and Systemic Risk

e Battiston S, Puliga M, Kaushik R, Tasca P, Caldarelli G (2012). Scientific Reports, 2
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Node Proximity & Link Prediction

- MRS JRERCEAIA
- BFRRE: RARNREYRES, AR

PN ame
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http://weibo.com/duzijian
http://weibo.com/468a
http://weibo.com/gong007
http://weibo.com/101094831
http://weibo.com/longzhimeilaoxu

Link Prediction in Microblogs

User vu may be interested in candidate vc because
* other similar users with vu are following vc.
* they may be friends in real life or other networks.

* vuis following other users which are following vi while vc is also
following vi

Microbolgs calculate the probability that user vu follows user v,

rASEaRAARES HSER-INIESSRAAINS QFAE e diEREIMIMERd the 1R Mang



Link Prediction Problem

« Given a snapshot of a network at time t, we seek to predict the
edges that will be added to the network during the interval (t, t')

« Based on “proximity” of nodes in a network

* measures of proximity

—~
\\
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Link Prediction Verification

« Take a graph G=(V, E): G'=(V, E"), GF=(V, EP)
EP=(1, 3), (4, 5)
« Assign connection weight scores

S, = 0.4, SRS S, — (.0

* Verification
S13 2 S1o1 13 < S141 913 T O34 945~ S121 945 = Sig Sys O3y

AUCHS %(3><1+ 2%0.5) ~ 0.67

- m 1
Precision = — = —

L 2
CopyRight © 2021 Complex Network and Contr®




Link Prediction based on
Common Neighbors

sy =[C(X)NT(Y)

[T T(y)] T(x) AT(Y) S,
Xy Sxy B M e N
JK(X) x k(y) IT(x) W T(y) =T
Soim Z . Adamic---Adar: weighting rarer
sertonr(y) 109 K(Z) neighbors more heavily

« Many other methods, but no single clear winner

« Many outperform the random predictor => there is useful

Information in the network topology
CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



Network Alignment Problem

FKAE—1 ASLIE
ES A ERIMLEEH
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Network Alignment Problem

e How similar is each node in the first

graph to each node in the second?

* constructing a similarity matrix W,
where element w;; denotes the
similarity of node i in the first graph to

node j in the second graph, depends

on the specific measure of node

similarity.

CopyRight © 2021 Complex Network and Control Lab All rights reserved Xiaofan Wang



w _  Thank You!

Xiaofan Wang

Vap of scientific collaborations from 2005 to 2009
amputed by Olivier H, Beauchesne i Science-Metrix, Inc
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